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These forms and guidelines are being provided as a courtesy to help ACPA members move toward HIPAA compliance.  However, simply utilizing this material in no way ensures 100% HIPAA compliance.  Please consult the resource list provided if you wish to obtain more detailed information.  These materials represent the minimum requirements of federal regulation; however, where noted within the materials, psychologists must apply the higher standards of California law and/or the Ethical Principles of Psychologists.  ACPA does not bear responsibility for your HIPAA compliance.

Becoming HIPAA Compliant

What does HIPAA stand for?

· HIPAA stands for the Health Insurance Portability and Accountability Act.  HIPAA is a comprehensive health reform act whose purpose is to improve the availability of health insurance coverage. Among other things, HIPAA facilitates the electronic transmission of patient health, administrative and financial data. HIPAA also establishes and implements security standards designed to protect the privacy of an individual's health and medical information.

When does HIPAA go into effect?

· April 14, 2003

What will trigger HIPAA?

· Any electronic transmission (i.e. email, computer fax, etc) of health information to carry out a financial transaction or administrative activity, such as submitting a claim for reimbursement.
** These electronic transactions include: computer to computer transmission of healthcare claims, payment and remittance, benefit information, health plan eligibility information. The term "electronic transfer" represents ALL electronic methods. Includes magnetic tape, disk, CD, Internet transmissions, leased or dial-up lines, and private networks, direct data entry. A fax sent from a fax machine does not in and of itself trigger HIPAA. Storing data electronically does not trigger HIPAA, the data must be used for a transaction. In other words, having information stored on a back up disk or on a laptop computer does not trigger HIPAA unless a transaction is going to take place using the data. (Source: Office of Civil Rights, Department of Health and Human Services, Dec, 2003)

Who Does HIPAA apply to?

· HIPAA applies to all therapists and institutions that are defined as a “covered entity.” 

Covered entity:  A therapist or institution who interacts electronically with other covered entities such as health plans or insurance companies while conducting certain administrative or financial transactions, such as submitting claims for reimbursement and being reimbursed.

As a covered entity, how long must I maintain HIPAA related records?

· 6 years from date of creation. 

Note: California law requires all medical records be maintained for a minimum of seven (7) years, and at least one year past the age of majority. The Recordkeeping Guidelines of the American Psychological Association (1993) state that records or a summary of records should be maintained for 15 years.
As a covered entity, what should I know about the Notice of Privacy Practices? (sample form provided)
· Patients must be provided with a Notice describing the entity’s privacy practices on the first appointment. (see attached example of Notice of Privacy Practices)

· You must make a good faith effort to obtain written acknowledgement from your clients of their receipt of the Notice.

· A copy of the Notice must be posted in your office

· Notice must be given to patients before you can implement any new policies or make changes to existing ones.

As a covered entity, what do I need to know about Written Authorization?

Written authorization is required for all “uses” and “disclosures” of PHI except for Treatment, Payment or Operations (TPO), which includes billing and training purposes. This may be included in a general consent. 

Use – when PHI is shared, examined, utilized, applied, or analyzed within a covered entity.

Disclosure – when PHI is released, transferred, or divulged outside of the covered entity

What are the requirements for a HIPAA compliant authorization form?

(see sample authorization form)

· Be written in plain language

· Written in 8 point typeface or larger

· Be separate from all other documents

· Specifically describe health information to be used or disclosed

· State the name or function of the person, or the organization authorized to make such a disclosure

· State the specific date after which the provider can no longer disclose information

· State the name or function of the person, or the organization authorized to receive such information

· State specific uses and limitations of the use of medical information by the persons authorized to receive the information

· Advise patient of his or her right to receive a copy of the authorization

· Inform client of his or her right to revoke authorization under California law.

· Include a statement that the information used or disclosed may be subject to re-disclosure.

Is Written Authorization required for release of “psychotherapy notes”?

· Yes !

HIPAA’s  definition of psychotherapy notes is notes that are recorded in any medium by a health care provider who is a mental health professional documenting or analyzing the contents of conversation during private counseling session, or a  group, joint or family counseling session that are separate from the rest of the patient’s medical record.

· In general, therapists must obtain authorizations for any uses or disclosures of psychotherapy notes, except as summarized below:

To carry out the following treatment, payment, or healthcare operations: (A) use by the originator of the psychotherapy notes for treatment; (B) use or disclosure by therapists for their own training programs in which students, trainees, or practitioners in mental health learn under supervision to practice or improve their skills in group, joint, family, or individual counseling; or, (C) use or disclosure by therapists to defend themselves in legal actions or other proceedings brought by their patients.

(Source: Dave Jenson, Staff Attorney, CAMFT HIPAA, Psychotherapy Notes and You. January/February 2003 The Therapist)

As a covered entity, what do I need to know about Consent?

(sample form provided)

· Covered entities are not required by HIPAA to obtain written consent for TPO; however, the Ethical Principles for psychologists requires informed consent. (4.02 Informed Consent to Therapy.)

As a covered entity, what do I need to know about Requests for Amendment of Health Information? (sample form provided)
· HIPAA gives individuals the right to amend or supplement their own PHI. (see sample amendment form)

· You have the right to accept or deny requests for amendments.
· You can deny requests for amendments under the following circumstances:

1. If the PHI was not created by you.

2. If the PHI is not part of the patient’s designated record set.

3. The PHI would not be available for inspection because the information is psychotherapy notes; compiled in anticipation of use in a civil, criminal, or administrative action or proceeding, or if you obtained the information from someone other than a healthcare provider under the promise of confidentiality.

4. The PHI is accurate and complete.

To deny request: you must give the patient (1) a timely written denial which includes basis for denial (2) the clients right to contend the denial (3) a statement that the client can request that you include a copy of the clients request and the denial in future disclosures of PHI and (4) a description of how the individual can file a complaint with the Secretary of Human Services.

To accept request:  simply notify patient that you are accepting information or are making changes to the patients record.

As a covered entity, what are my responsibilities to physically protect my client’s PHI?

· Psychologists need to be ready to demonstrate that:

-  Only he or she has access to the computer in which patient files are kept.

-  Backup files are only accessible to him or her and that hard copies of such files are locked in a secure file cabinet.

